DIGITAL
SUVEREIGNTY

A CIO CHECKLIST FOR ENSURING
RESILIENCE AND BUSINESS
CONTINUITY




START THE CONVERSATION

« What does digital sovereignty mean for us?
« Can we maintain business continuity without the IT vendors and systems we use now?

START

MAP WHAT YOU HAVE TODAY

« “Follow the money”: How does our expenditures on IT look like?

« What is the location and jurisdiction of our current IT vendors?

« Do we have “all eggs in one basket"? Identify dependencies for physical and digital
infrastructure, including software, applications and data

MAP

ASSESS YOUR RISKS FROM A BUSINESS PERSPECTIVE

« Where are we exposed - including legally?

« What types of risk do we face? From “pull the plug” scenarios and geopolitical stress
(tariffs and supply chain interruptions) to “grey zone incidents” and converging risks
(restrictive licensing, degraded support, rising prices for licenses and subscriptions,
exchange rate fluctuations)

« What is the predictability, likelihood, and impact of the risks faced?

ASSESS

IDENTIFY CRITICAL IT COMPONENTS

IDENTIFY « Which systems are critical for our business continuity?
« Assess “vendor lock-in" for key business applications
« Does it make sense to split up your actions globally and regionally?

DEVELOP ACTION PLANS AND START SPREADING THE RISK
« Make a ‘Plan B’ for key business applications
DEVELOP - |dentify alternatives and assess their viability
« Determine where more radical action is possible—both in business domains and in other
parts of the tech stack



MAKE YOUR MOVE WITH 'NO REGRETS'
... AND EXPECT PUSHBACK

« Assess and consider limiting dependency on your biggest IT vendor(s)

« Include location and ownership as selection and procurement criteria for new software,
hardware, and services

« Begin shifting data or workloads where strategically viable

« Focus on standardization and simplification to ease future transitions

MAKE

DIVERSIFY AND RETHINK YOUR VENDOR STRATEGY

« Avoid monopolies: adopt multi-vendor and multi-technology approaches.
« Does it make sense to split up your actions in globally and regionally?

« Explore alternatives

« Evaluate both commercial and political consequences of vendor choices

DIVERSIFY

ADAPT A LONG-TERM STRATEGY AND BUILD
STRATEGIC RESILIENCE

ADAPT « Build, buy, or die: Which elements of the infrastructure, software, and data should we
be building ourselves?
« Move procurement (finance) closer to IT
« Make risk assessments part of the reqular compliance or cybersecurity process

PUSH YOUR PARTNERS

« Raise demands on your partners, suppliers, customers, vendors, etc.
« Enforce data control

« Consider strengthening mutual dependencies with critical partners
« Engage policymakers, requlators, and industry associations

PUSH





